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USER SELECTABLE OPERATING SYSTEMS

BACKGROUND

[0001] Traditionally, computing devices have included a
single operating system to run on the device. Some knowl-
edgeable users could configure the device to boot to either of
two operating systems. However, such configurations
required changes to the operating systems and hard partition-
ing to separate the operating systems from one another. Fur-
ther, multiple operating systems occupied large amounts of
storage space that was then unavailable to the user. Further,
the configurations created security issues for the device and
operating systems. As such, a user sacrificed a lot for the
option of multiple operating systems on their device or they
accepted a lack of choice offered by a device having a single
operating system.

SUMMARY

[0002] This documentrelates to user devices that have user-
selectable operating systems. One implementation relates to a
device that has primary storage, such as a solid state hard
drive or a hard disk drive. The primary storage can have
multiple compressed operating systems stored thereon in
inoperable form or version. This implementation can also
include a processor configured to execute a multi-option boot
loader. The multi-option boot loader can be configured to
receive a user selection of an individual operating system.
The multi-option boot loader can be configured to install a file
folder structure on the primary storage in a configuration
specific to the individual operating system and to install the
individual operating system in an operable form on the pri-
mary storage relative to the file folder structure.

[0003] Another implementation can include a display, stor-
age, and a processor. The processor can be configured to
cause a graphical user interface (GUI) to be presented on the
display that lists multiple operating systems stored in binary
form on the storage. The GUI can allow a user to select to
install an operational form of an individual operating system
on the storage. The processor can cause another GUI to be
presented on the display that allows the user to select to install
an operational form of another of the multiple operating sys-
tems on the device and to delete the operational form of the
individual operating system.

[0004] A further implementation can include a display, a
processor, storage, and at least two operable operating sys-
tems installed on the storage. The processor can be configured
to receive a user selection of an individual operating system
and to delete others ofthe at least two operating systems. The
processor can also format a portion of the storage dedicated to
the deleted operating systems to user data storage.

[0005] This Summary is provided to introduce a selection
of concepts in a simplified form that are further described
below in the Detailed Description. This Summary is not
intended to identify key or essential aspects of the claimed
subject matter, nor is it intended to be used as an aid in
determining the scope of the claimed subject matter.

BRIEF DESCRIPTION OF THE DRAWINGS

[0006] The Detailed Description is described with refer-
ence to the accompanying figures. In the figures, the left-most
digit(s) of a reference number identifies the figure in which
the reference number first appears. The use of similar refer-
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ence numbers in different instances in the description and the
figures may indicate similar or identical items.

[0007] FIGS. 1-9 are examples of user operating system
selection scenarios in accordance with some implementations
of the present concepts.

[0008] FIG. 10 is an example of a system that can imple-
ment the user selectable operating system concepts.

[0009] FIGS. 11-13 show additional details relating to
some of the elements introduced relative to FIG. 10 in accor-
dance with some implementations.

[0010] FIGS. 14-15 are flow diagrams of multiple operat-
ing system methods in accordance with some implementa-
tions.

DETAILED DESCRIPTION

Overview

[0011] The present techniques allow a manufacturer or
other supplier to install multiple operating systems on a com-
puting device or “device”. The end user (or someone acting
on their behalf) can select which operating system to utilize
on the device. While applicable to any type of device, the
present concepts are especially applicable to storage con-
strained devices, such as tablets, smart phones, and/or wear-
able smart devices, among others. Storage constrained
devices tend to have a relatively small amount of storage. In
traditional configurations, having multiple operating systems
on a device greatly decreased the amount of storage available
for the user to store user data, such as music, pictures, and/or
video. As a result, the convenience of being able to select from
multiple operating systems was outweighed by the greatly
reduced user storage. The present implementations can over-
come this tradeoff and offer the choice of multiple operating
systems to the user with very little decrease in data storage
available to the user. The explanation that follows starts with
several scenario examples, followed by hardware examples,
and finally method examples.

Use Case Scenarios

[0012] FIGS. 1-2 collectively show a first use case scenario
involving a device 102. In this example the device 102 is
manifest as a tablet type device having a display 104. The
device scenario can involve an end user 106 (e.g., purchaser)
of'adevice 102. In FIG. 1 when the user powers up the device,
a graphical user interface (GUI) 108 is presented to the user.
The GUI includes a multiple operating system message 110
that is presented to the user. The message indicates at 112 that
the tablet came with two pre-installed operating systems. The
GUI lists the operating systems (e.g., operating system 1 and
operating system 2) at 114 and asks the user to select one of
the operating systems. The message explains to the user at
116 that the non-selected operating system will be deleted so
that the user will have more available storage space on the
device. Assume for purposes of explanation that the user
selects operating system 2. Though not shown, another GUI
may be generated at this point that asks the user to confirm
their selection and/or explains any ramifications of the selec-
tion.

[0013] FIG. 2 shows a subsequent GUI 208 that indicates to
the user that operating system 2 is being launched on the
device and that operating system 1 has been deleted from the
device to free up storage space for the user. To summarize,
this configuration can allow the device to come pre-installed
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with different operating systems. The user can select an indi-
vidual operating system. The other operating systems can be
deleted so that portions of storage that had been occupied by
the deleted operating systems can be configured for use by the
user. At this point, the device 102 can function with the
selected operating system in the same manner as if only the
selected operating system had been pre-installed on the
device. As such, the manufacturer can make a single device
that has multiple operating system options and the user can
configure the device as desired. The end result can be thought
of'as a generic device that can function as though it was built
to the user’s specifications (e.g., how the user wanted it).

[0014] FIGS. 3-9 collectively illustrate another multi-op-
tion scenario. This scenario is described relative to a device
302. In this case, device 302 is manifest as a smart phone that
has a display 304 and hardware buttons 306. In this case, there
are three hardware buttons 306(1), 306(2), and 306(3). The
hardware buttons 306 can function in various capacities, such
as a power button, volume buttons, etc. In some configura-
tions, the hardware buttons may be available for use during
start-up when ‘soft keys’ are not available. In this example,
the user could activate the power button to see a start-up GUI
308. Note that other device configurations can have different
numbers of hardware buttons or lack hardware buttons
entirely and instead have other mechanisms for the user to
control the device.

[0015] GUI 308 indicates to the user that the device is
powering up and that the user can select one of three operating
systems (OS1-OS3) to install on the device as indicated at
310. Assume for purposes of explanation that the user selects
operating system 1 using one or more of hardware buttons
306. FIG. 4 shows a GUI 408 generated by operating system
1. At this point, operating system 1 launches normally (e.g., as
though operating system 1 is the only operating system on the
device). However, in this case, the other operating systems
(e.g., OS2 and OS3) are not deleted from the device. Instead,
082 and OS3 can be maintained on the device in a com-
pressed inoperable form that takes relatively little space on
the device (such as one gigabyte or less, for example).

[0016] FIG. 5 shows a subsequent GUI 508 where the user
once again powers on the device 302. In this case, the GUI
indicates at 510 that the current operating system is operating
system 1. The GUI also asks the user at 512 whether the user
would like to switch operating systems. For purposes of
example, assume that the user indicates that he/she wants to
try another operating system.

[0017] FIG. 6 shows a subsequent GUI 608 which allows
the user to select from the available operating systems (e.g.,
0S1-083). For purposes of explanation, assume that the user
selects OS3.FIG. 7 shows another GUI 708 that indicates that
the device is taking actions to save the user’s personal data in
preparation for changing operating systems at 710. Briefly, in
this context the user’s personal data can include personal
settings associated with the prior operating system and/or
personal content, such as documents, media, etc. In some
cases, the personal data can be thought of as part of configu-
ration data associated with an individual operating system.
GUI 708 also offers the user the opportunity to learn about
actions the user can take to save his/her personal data at 712.
For example, the user could click on this section and another
GUI could be generated that explains how and where the user
can back up specific personal data. For instance, the user
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could back up their personal data to secondary storage, such
as a flash storage device (e.g., secure digital (SD) card) and/or
cloud storage, among others.

[0018] FIG. 8 shows another GUI 808 that is directed to
protecting the user’s personal data during the operating sys-
tem change. This GUI represents that actions can be taken to
protect the user’s personal data during operating system
switches. In this example, GUI 808 indicates at 810 that
specific personal data, (in this case, video files) could not be
saved. The GUI requests that the user manually back up the
specified data before the device proceeds with the operating
system change at 812.

[0019] FIG. 9 shows a subsequent GUI 908 that is launch-
ing the selected OS3. At 910 the GUI indicates that the user’s
personal data that was saved in FIGS. 7-8 is being associated
with OS3. From this point forward, OS3 can operate in a
normal fashion.

[0020] In summary, FIGS. 3-9 illustrate a device that can
maintain compressed inoperable forms of multiple operating
systems. The user can select an individual operating system
for installation on the device (e.g., in operable form). The user
can subsequently switch to a different operating system if
desired. This configuration allows a single device (e.g. prod-
uct) to satisfy many different users. Further, an individual
user can select (and reselect) individual operating systems to
utilize on the device while sacrificing very little storage (for
instance less than 1 gigabyte out or 32 gigabytes of primary
storage). The device 302 can be configured to automatically
allow the userto select (e.g., change) operating systems under
certain circumstances, such as at cold start-up. Alternatively
or additionally, after the first user selection, the user may
decide to bring up the operating system selection GUI, such
as by making a selection in a ‘settings’ folder or similar user
control feature.

[0021] FIG. 10 shows a system 1000 that is configured to
allow the user to select from multiple operating systems.
System 1000 includes a device 1002 that is similar to devices
102 and 302 described above. In some configurations, device
1002 can be characterized as having an application layer
1004, an operating system layer 1006, and a hardware layer
1008. One or more application(s) 1010 can run over on an
operating system (OS) 1012. A multi-option boot loader 1014
can allow the user to select an individual operation system for
operation on the device. The operating system can interact
with hardware 1016 via driver 1018. (Note that operating
systems can each have their own drivers. For instance, a
display driver for a first operating system may not function
with a second operating system).

[0022] Examples of hardware 1016 can include a display
1020 (analogous to displays 104 and 304 of FIGS. 1 and 3,
respectively), sensors 1022, processor(s) 1024, battery (e.g.,
power source) 1026, a communication component 1028, and/
or storage media or storage 1030, among others. Of course,
other elements can be included in various implementations.
Also, note that this description attempts to organize the ele-
ments into groups, such as layers, for purposes of explana-
tion. The reader should understand that grouping may not be
precisely accurate in all circumstances or may not be the only
way to express the relationships of the elements. For instance,
the multi-option boot loader 1014 could be illustrated next to
the operating system 1012 or even on top of the operating
system, rather than underneath. In another characterization,
the multi-option boot loader 1014 could be described as part
of'the application layer 1004. As such, the intent of the illus-
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tration is to aid the reader in understanding the present con-
cepts rather than to present a limiting architecture. Another
way to consider the multi-option boot loader is that it can be
the first instructions that run on the device at start-up. Once
running, the multi-option boot loader can run other instruc-
tions.

[0023] From one perspective, device 1002 can be thought
of as a computer. Examples of computers or devices can
include traditional computing devices, such as personal com-
puters, desktop computers, notebook computers, cell phones,
smart phones, personal digital assistants, pad type computers,
digital whiteboards, cameras, wearable devices, such as smart
glasses, or any of a myriad of ever-evolving or yet to be
developed types of computing devices.

[0024] Processor 1024 can execute data in the form of
computer-readable instructions to provide a functionality.
Data, such as computer-readable instructions and/or user-
related data, can be stored on storage 1030, such as storage
that can be internal or external to the computer. The storage
can include any one or more of volatile or non-volatile
memory, hard drives, flash storage devices, and/or optical
storage devices (e.g., CDs, DVDs etc.), among others. As
used herein, the term “computer-readable media” can include
signals. In contrast, the term “computer-readable storage
media” excludes signals. Computer-readable storage media
includes “computer-readable storage devices.” Examples of
computer-readable storage devices include volatile storage
media, such as RAM, and non-volatile storage media, such as
hard drives, optical discs, and flash memory, among others.
[0025] For purposes of explanation, in this document, stor-
age 1030 may be referred to as primary storage 1030(1) and
secondary storage 1030(2). Primary storage 1030(1) can be
any built-in (e.g., included at the time of manufacture) stor-
age, such as flash, hard drives, etc. Secondary storage 1030(2)
can be any other storage such as storage added to the device
by aseller or the end user, such as a multimedia card added to
amultimedia port. Secondary storage can also include remote
storage, such as cloud-based storage that can be accessed or
utilized by the device. Note also that while the terms ‘proces-
sor’and ‘storage’ are illustrated as distinct elements, there can
be overlap. For instance, ‘storage’ as used here may include a
dedicated controller. For instance, among other configura-
tions, primary storage 1030(1) can be embodied as embedded
multimedia controller (eMMC) storage that includes flash
memory and a flash memory controller integrated on the same
silicon die. Similarly, processor 1024 can have its own dedi-
cated memory that can be considered part of storage 1030.
[0026] In some configurations, device 1002 can include a
system on a chip (SOC) type design. In such a case, function-
ality provided by the device can be integrated on a single SOC
or multiple coupled SOCs. One or more processors can be
configured to coordinate with shared resources, such as
memory, storage, etc., and/or one or more dedicated
resources, such as hardware blocks configured to perform
certain specific functionality. Thus, the term “processor” as
used herein can also refer to central processing units (CPU),
graphical processing units (CPUs), controllers, microcontrol-
lers, processor cores, or other types of processing devices.
[0027] Generally, any of the functions described herein can
be implemented using software, firmware, hardware (e.g.,
fixed-logic circuitry), manual processing, or a combination of
these implementations. The term “component” as used herein
generally represents software, firmware, hardware, whole
devices or networks, or a combination thereof. In the case of
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a software implementation, for instance, these may represent
program code that performs specified tasks when executed on
a processor (e.g., CPU or CPUs). The program code can be
stored in one or more computer-readable memory devices,
such as computer-readable storage media. The features and
techniques of the components are platform-independent,
meaning that they may be implemented on a variety of com-
mercial computing platforms having a variety of processing
configurations.

[0028] The multi-option boot loader 1014 can allow the
user to select from multiple operating systems. For instance,
at device power up, the multi-option boot loader 1014 can be
the first instructions that run on the processor 1024. For
instance, at device start-up, such as when the user pushes the
power button, hardware 1016 can power up. The hardware
(e.g., processor 1024) can locate the multi-option boot loader
1014, which can be stored at a specific location on the primary
storage 1030(1). The hardware 1016 can validate a certificate
of the multi-option boot loader 1014 based upon a certificate
burned into the hardware 1016 (e.g., into an integrated circuit
chip that includes the processor). In some implementations,
this configuration can ensure that no other boot loaders run on
the device. Stated another way, a certificate that is burned into
the chip will validate a digital signature of the multi-option
boot loader. If the signature passes (e.g., is validated), the
multi-option boot loader is loaded. The multi-option boot
loader can in turn validate individual operating systems, such
as via their respective unique digital signatures. This aspect is
discussed in more detail below relative to FIG. 12.

[0029] Stated another way, some implementations can
employ a single multi-option boot loader (e.g., the multi-
option boot loader is the only boot loader on the device). The
single multi-option boot loader can be authenticated on the
device and canthen handle all of the operating systems. These
configurations can (attempt to) guarantee the security of the
device by preventing any other boot loader from launching on
the device which could then install untrusted operating sys-
tems that could expose sensitive data, such as user data on the
device.

[0030] The multi-option boot loader 1014 can cause a GUI
to be presented to the user that explains that multiple operat-
ing systems are available to the user and allows the user to
select an individual operating system. Examples of these
GUIs are illustrated relative to FIGS. 1-9. Upon user selec-
tion, the multi-option boot loader can configure the device
1002 with a single operational operating system. Examples of
these aspects are discussed below relative to FIGS. 11 and 12.
Upon user selection, the multi-option boot loader 1014 can
take various actions to configure the device for the user
selected operating system.

[0031] The communication component 1028 can be mani-
fest as cellular circuitry, other wireless circuitry, a modem,
ports, etc. that can allow the device to communicate with
other devices, such as over a network. The processor 1024 can
cause the communication component 1028 to convey which
operating system was installed on the device in operable
form.

[0032] FIG. 11 illustrates a horizontal bar graph represen-
tation of storage space on primary storage 1030(1). The pri-
mary storage 1030(1) can be any persistent (e.g., non-vola-
tile) storage, such as flash memory or a hard drive, among
others. This example relates to two different operating sys-
tems 1012, designated as OS1 and OS2. For purposes of
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explanation and comparison’s sake, the primary storage 1030
(1) is shown at a ‘first instance’ and a subsequent ‘second
instance’.

[0033] The first instance shows the primary storage 1030
(1) with two operable operating systems (OS1 and OS2)
installed on the storage. More specifically, the primary stor-
age 1030(1) includes the multi-option boot loader (MOBL)
1014. Further, the primary storage 1030(1) is organized into
two hard partitions 1102(1) and 1102(2). The first hard par-
tition 1102(1) is dedicated to OS1, configuration data 1104
associated with OS1, and storage for user data at 1106. Simi-
larly, the second hard partition 1102(2) is dedicated to OS2,
configuration data 1108 associated with OS2, and storage for
user data at 1110. For purposes of explanation, one way of
considering a hard partition is that from the perspective of the
operating system installed within the hard partition, the hard
partition defines the extent of the storage (e.g., the operating
system is not aware that the storage extends beyond the hard
partition).

[0034] The multi-option boot loader 1014 can run and
allow the user to select one of the two operating systems (see
for example FIG. 1). The multi-option boot loader 1014 could
then reformat the primary storage 1030(1) to produce the
configuration evidenced at the second instance. Specifically,
the multi-option boot loader 1014 can delete the non-selected
operating system (in this example OS1) and reformat that
storage space for user-related storage as indicated at 1112. In
some configurations, the multi-option boot loader 1014 can
operate cooperatively with the selected operating system to
reformat the storage for additional user space.

[0035] FIG. 12 shows another implementation of primary
storage 1030(1) that allows the user to select an operating
system. In this case, the primary storage includes the multi-
option boot loader 1014 and compressed forms of multiple
operating systems in an OS vault 1202. In some implemen-
tations, the compressed operating systems are stored in binary
form along with configuration data for each operating system.
While not expressly illustrated, in this example, there are
three compressed inoperable operating systems (OS1-OS3)
and associated configuration data stored in OS vault 1202.
These aspects are discussed in more detail below relative to
FIG. 13.

[0036] Recall that as mentioned in the discussion above
relative to FIG. 10 at device start-up, the multi-option boot
loader 1014 can be authenticated. Also as mentioned above,
the multi-option boot loader can allow the user to select an
individual OS to run on the device. The multi-option boot
loader 1014 can configure the primary storage 1030(1) for the
selected operating system. For instance, the multi-option boot
loader 1014 can use configuration data from the OS vault
1202 that is specific to the selected operating system to install
soft partitions 1204(1) and 1204(2) on the primary storage.
The multi-option boot loader 1014 can know or have access to
the beginning and ending addresses of each operating system
in the OS vault 1202. In some cases, the start and stop
addresses of the individual operating systems in the OS vault
are listed in the OS vault and can be read by the multi-option
boot loader. The multi-option boot loader can then extract the
selected operating system from the OS vault 1202 and vali-
date the certificate for that operating system.

[0037] If the certificate for the selected operating system
passes, the multi-option boot loader 1014 can write some of
the configuration data associated with the selected operating
system to a portion of the primary storage 1030(1) as indi-
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cated at 1206(1). Also, once the selected operating system is
validated, the multi-option boot loader 1014 can write the
validated OS to the OS partition (e.g., as defined between soft
partitions 1204(1) and 1204(2)) as indicated at 1206(2). The
multi-option boot loader 1014 can configure the user storage
as indicated at 1206(3).

[0038] The multi-option boot loader 1014 can accomplish
this configuration of the primary storage 1030(1) in a manner
that the entire boot chain can be secure and trusted. First, the
device hardware 1016 can check the multi-option boot loader
1014. Second, the multi-option boot loader 1014 can ensure
that the operating system and any remaining components are
authored and signed by a trusted entity. Considered from one
perspective, the multi-option boot loader 1014 can provide a
unified extensible firmware interface (UEFI) secure boot
loader functionality for each of the available operating sys-
tems as part of its overall functionality.

[0039] To summarize, at initial start-up the multi-option
boot loader 1014 can run and allow the user to select an
individual operating system to run on the device (see for
example FIG. 3). For purposes of example, assume that the
user selects OS1. Responsively, the multi-option boot loader
1014 can organize the primary storage 1030(1) for OS1 and
install OS1 on the storage in an operable form from the
compressed binary form of OS1 in the OS vault. In this case
(as shown in the second instance of FIG. 12), the multi-option
boot loader 1014 can install soft partitions 1204(1) and 1204
(2) as specified by OS1 to define where configuration data is
located (indicated at 1206(1)), the operating system is located
(indicated at 1206(2)), and where storage allocated to user
data is located (indicated at 1206(3)). As used herein, soft
partitions relate to the file system format related to an indi-
vidual operating system. From one perspective, the soft par-
titions can be analogized to file folders.

[0040] The multi-option boot loader 1014 can install an
operable form of OS1 sector by sector from the compressed
form in the operating system vault 1202 to the storage portion
1206(2). At this point, OS1 can operate normally (e.g., as if it
were the only operating system on the device) and does not
need to be aware of the presence of the OS vault 1202 on the
primary storage 1030(1). In fact, some implementations are
configured so that the operable OS cannot access the OS vault
(e.g., the other inoperable operating systems or their configu-
ration data). As such, secure information associated with one
operating system is protected from other operating systems
and vice versa.

[0041] The operating system specific configuration data
stored at 1206(1) (introduced above relative to FIG. 11 at
1104 and 1108) can be thought of as including provisioning
data and/or user settings. Provisioning data can include infor-
mation about modem setup, calibration data, and/or NV
items, among others. Thus, the configuration data can be
difficult to accurately illustrate, since the configuration data
can include both the partition layout for the operating system
as well as other configuration data, such as calibration data,
that the multi-option boot loader 1014 can write to the parti-
tions. Note that the provisioning data can be unique to a
specific operating system. As such, provisioning data can be
stored relative to its respective operating system as part of the
respective configuration data. This configuration data can be
unknown and inaccessible to the other operating systems. As
mentioned above relative to FIG. 10, drivers 1018 can be
operating system specific. As such, in some instances, the
configuration data 1104 for each operating system can
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include drivers specific to that operating system. These driv-
ers can be kept inaccessible to the other operating systems.
[0042] Note that when the primary storage 1030(1) is con-
figured as illustrated at the second instance, the multi-option
boot loader may reboot the device to run OS1.

[0043] Looking again at FIG. 12, the third instance can
result from a scenario where the user elects to change from the
selected operating system to one of the other available oper-
ating systems (see for example FIGS. 5-6). (In this case,
assume that the user selected OS3). In the transition from the
second instance to the third instance, configuration data, such
as the user’s personal settings, OS specific drivers, etc. can be
saved to the OS vault 1202. Thus, this data can be available in
the event that the user decides at a subsequent time to return
to OS1. Ifthere is other user data that is stored on the primary
storage that may be lost due to the operating system change,
the multi-option boot loader 1014 can take actions, such as
showing the user how to back up the other user data, such as
to secondary storage 1030(2) (see FIGS. 7 and 10).

[0044] The fourth instance shows that the multi-option boot
loader 1014 has reformatted the primary storage 1030(1) for
OS3 which is now installed and operable. Note that some
implementations may include more and/or different soft par-
titions 1204(1)' and 1204(2)' than are illustrated here, but
those implementations are consistent with the concepts
explained above and below. For instance, two soft partitions
are shown in both the second instance and the fourth instance
for simplicity, but in other implementations, OS2 and OS3
may specity different numbers of partitions. Note that when
the primary storage 1030(1) is configured as illustrated at the
fourth instance, the multi-option boot loader 1014 may reboot
the device to run OS3. In this case, the configuration data is
designated as 1206(1)', OS3 is designated at 1206(2)', and
user data is designated as 1206(3)'.

[0045] Note thatin this implementation, in the first instance
no operating system is installed on the primary storage 1030
(1) in operable form before the user selection. However, other
implementations can be distributed with an individual oper-
ating system installed in operable form on the primary storage
1030(1) in a default configuration. If the user selects that
operating system, it is ready to go. If the user selects a differ-
ent operating system, then the default operating system canbe
removed and the process started again at the “first instance’ of
FIG. 12.

[0046] Note that some implementations can check various
parameters before proceeding with an operating system
change. For instance, these implementations can check a
battery level of the device. The operating system change may
only be started if the battery level is above a defined threshold,
such as 40%, to ensure that the battery does not run out during
the operating system installation process. Further, the multi-
option boot loader can be configured to return the primary
storage to a specific configuration if the operating system
installation process is interrupted. For instance, the user could
pull the battery out while the multi-option boot loader is
converting the primary storage from the first instance to the
second instance. Upon restoration of power, the multi-option
boot loader could return the device to the configuration of the
first instance (e.g., no operational operating system or asso-
ciated storage configuration). The multi-option boot loader
could then start the process again (e.g., allow the user to select
an operating system or restart configuring the primary storage
and installing an operational version of the selected operating
system).
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[0047] Note that during manufacturing, the device can be
repeatedly booted into each operating system for testing,
calibrating, storing NV items, NVM items, radio, DPP, etc. at
the manufacturing facility (e.g., factory) or another facility.
For example, the device could be cycled through the first,
second, third, and forth instances multiple times. The present
implementations can prevent each operational operating sys-
tem from corrupting data owned by the other (e.g., inoper-
able) operating systems during manufacturing. For example,
OS1 cannot boot and delete the install partitions for OS2 and
OS3 and/or access and/or write over various keys and certifi-
cates relating to the inoperable operating systems.

[0048] In summary, some implementations of the single
multi-option boot loader can generate GUIs that allow the
user to select an individual operating system for operation on
the device from a list of available compressed operating sys-
tems. The single multi-option boot loader can provide a UEFI
compliant boot loader functionality for each of the operating
systems that are included on the device. Thus, the single
multi-option boot loader can configure the primary storage
and install the selected operating system while maintaining
device security and protecting the inoperable operating sys-
tems and their configuration data.

[0049] FIG. 13 shows a system 1300 configured to create
the OS vault 1202. Two OS vault configurations are shown as
OS vault 1202(1) and 1202(2). The first OS vault configura-
tion is shown with a solid line and the second OS vault
configuration is distinguished with a dotted line. Recall from
the discussion above relative to FIG. 12 that in this instance,
the OS vault contains a compressed form of three operating
systems OS1, 082, and OS3. Of course, while three operating
systems are utilized in this implementation, other implemen-
tations can utilize two operating systems or four or more
operating systems. The system can utilize a boot chain kit
1302 (in this case involving elements 1302(1), 1302(2), and
1302(3) for each operating system OS1, OS2, and OS3,
respectively). In the first configuration, the boot chain kit
1302 can be utilized to make a single compressed binary file
1304. Any configuration data or other data that is specific to
anindividual operating system can be stored in a soft partition
1306(1)-1306(3) dedicated to the respective OS1-OS3. The
compressed binary file can include a listing of start and stop
addresses for each operating system.

[0050] In the second configuration, each operating system
(OS1-083) is stored in compressed form in its own dedicated
binary file 1304(1)-1304(3), respectively. In the illustrated
configuration, the binary file for each OS is located adjacent
to the configuration data in soft partitions 1306(1)-1306(3)
for that OS. In other configurations, the OS binary files can be
grouped together and the configuration data can be grouped
together.

Example Techniques

[0051] FIG. 14 illustrates a flowchart of a multi-operating
system selection technique or method 1400.

[0052] At block 1402 the method can write multiple oper-
ating systems on a first portion of a primary storage in a
compressed inoperable form. In some cases, the inoperable
form is a single binary file that contains all of the multiple
compressed inoperable operating systems. In other cases a
binary file is dedicated to each compressed inoperable oper-
ating system. Of course, while binary files are utilized in this
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example, other compressed file configurations can be utilized
to store the inoperable forms of the multiple operating sys-
tems.

[0053] At block 1404 the method can install a single boot
loader in a second portion of the primary storage. The single
boot loader can be configured to install any one of the mul-
tiple operating systems in an operable form on a third portion
of the primary storage. Addresses in the first portion of the
primary storage associated with others of the multiple oper-
ating systems can be protected from being read or written by
the operational operating system.

[0054] FIG. 15 illustrates a flowchart of a multi-operating
system selection technique or method 1500.

[0055] Atblock 1502 the method can receive instructions to
install an operational instance of an individual operating sys-
tem on a device that has multiple inoperable compressed
operating systems stored on it (e.g., the device).

[0056] At block 1504 the method can access an inoperable
compressed version of the operating system. In some imple-
mentations, the inoperable compressed version can be stored
as a dedicated file. In other implementations, the inoperable
compressed version can be part of a single file that also
includes inoperable compressed versions of other non-se-
lected operating systems.

[0057] Atblock 1506 the method can verify authenticity of
the inoperable compressed version of the operating system.
For instance, the verifying can entail checking a digital sig-
nature of the inoperable compressed form.

[0058] At block 1508 the method can configure the device
in a manner that is unique to the operating system. In some
cases the configuring can entail installing soft partitions on
the primary storage in a manner specified by (and/or for) the
selected operating system.

[0059] Atblock 1510 the method can install the operational
instance of the operating system. In some cases, the method
may send a notification indicating which operating system
was installed in operational form on the device. For instance,
the notification can be sent to a manufacturer of the device or
a service provider, such as a cellular service provider associ-
ated with the device. Among other uses, the notification can
be utilized for billing purposes. For instance, a cellular ser-
vice provider may sell smart phones that have a first operating
system from a first entity and a second operating system from
a second entity. The cellular service provider may gather the
notifications and provide payments to the first and second
entities based upon the number of smart phones sold that are
running their respective operating systems. The payment
could be a one-time payment or could be a periodic payment.
For instance, the user might select the first operating system
for a period of time and then switch to the second operating
system. In that case, each entity could be compensated for the
use of their operating system. In an alternative configuration,
the notification could be sent to the manufacturer and the
manufacturer could compensate the first or second entity
based upon the notification.

[0060] The described methods can be performed by the
systems and/or devices described above relative to FIGS.
1-13, and/or by other devices and/or systems. The order in
which the methods are described is not intended to be con-
strued as a limitation, and any number of the described acts
can be combined in any order to implement the method, or an
alternate method. Furthermore, the method can be imple-
mented in any suitable hardware, software, firmware, or com-
bination thereof, such that a device can implement the
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method. In one case, the method is stored on computer-read-
able storage media as a set of instructions such that execution
by a processor of a computing device causes the computing
device to perform the method.

CONCLUSION

[0061] Although the subject matter has been described in
language specific to structural features and/or methodologi-
cal acts, it is to be understood that the subject matter defined
in the appended claims is not necessarily limited to the spe-
cific features or acts described above. Rather, the specific
features and acts described above are disclosed as example
forms of implementing the claims.

1. A device comprising:

primary storage having multiple compressed operating
systems stored thereon in inoperable form; and,

a processor configured to execute a multi-option boot
loader that is configured to receive a user selection of an
individual operating system, the multi-option boot
loader configured to install a file folder structure on the
primary storage in a configuration specific to the indi-
vidual operating system and to install the individual
operating system in an operable form on the primary
storage relative to the file folder structure.

2. The device of claim 1, wherein the primary storage
comprises factory installed flash storage and wherein the
inoperable forms of the multiple compressed operating sys-
tems are stored as a single binary file on the factory installed
flash storage.

3. The device of claim 2, wherein the single binary file is
burned onto the primary storage during manufacture of the
device.

4. The device of claim 2, wherein each of the multiple
compressed operating systems is associated with a unique
digital signature.

5. The device of claim 1, wherein the individual operating
system is not aware of the other of the multiple compressed
operating systems on the primary storage.

6. The device of claim 1, wherein the multi-option boot
loader is configured to delete the inoperable forms of the
non-selected multiple operating systems and to allocate
obtained storage space to user data.

7. The device of claim 1, wherein the multi-option boot
loader is the only boot loader on the device.

8. The device of claim 1, wherein the multi-option boot
loader is configured to handle concurrently loading operable
forms of each of the multiple compressed operating systems
on the device.

9. The device of claim 1, wherein the multi-option boot
loader is configured to receive a subsequent user selection for
another of the multiple compressed operating systems and to
delete the operable form of the individual operating system
and the file folder structure and to install another file folder
structure specific to the another operating system and to
install an operable form of the another operating system from
an inoperable compressed form of the another operating sys-
tem.

10. The device of claim 1, wherein the multi-option boot
loader comprises a unified extensible firmware interface
(UEFI) compliant boot loader for each of the multiple com-
pressed operating systems.

11. The device of claim 1, wherein the inoperable form of
the multiple compressed operating systems comprises binary
files.
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12. The device of claim 1, wherein the device comprises a
smart phone, a tablet, a wearable smart device, or a personal
computer.

13. The device of claim 1, further comprising a communi-
cation component and wherein the processor is further con-
figured to cause the communication component to send a
message that indicates that the individual operating system
was installed in an operable form.

14. A device, comprising:

a display;

storage; and,

a processor configured to cause a graphical user interface
(GUI) to be presented on the display that lists multiple
operating systems stored in binary form on the storage
and allows a user to select to install an operational form
of an individual operating system on the storage and
wherein the processor can cause another GUI to be pre-
sented on the display that allows the user to select to
install an operational form of another of the multiple
operating systems on the device and to delete the opera-
tional form of the individual operating system.

15. The device of claim 14, wherein in an instance that the

user selects the another operating system, the processor is
configured to store user configuration data relating to the

Oct. 1, 2015

individual operating system before deleting the operational
form of the individual operating system.

16. The device of claim 15, wherein the processor is further
configured to add at least some ofthe configuration data to the
operational form of the another operating system.

17. The device of claim 16, wherein the at least some of'the
configuration data relates to user settings.

18. A device, comprising:

a display;

storage; and,

at least two operable operating systems installed on the
storage;

a processor configured to receive a user selection of an
individual operating system and to delete others of the at
least two operating systems and to format a portion of
the storage dedicated to the deleted operating systems to
user data storage.

19. The device of claim 18, wherein the device is further
configured to maintain an inoperable compressed form of the
at least two operating systems from which the at least two
operable operating systems can be recovered.

20. The device of claim 18, wherein the processor is con-
figured to receive the user selection from a hardware button
on the device.



